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Question 1 
A document repository is down when you attempt to access it. Which ISA principle 
is being violated? (Select One) 

a. Integrity

b. Confidentiality

c. Authentication

d. Availability

 

Question 2 
If your coworker is able to access your 401k account to check your balance, 
which secure system property is being violated? (Select One) 

a. Confidentiality

b. Availability

c. Authentication

d. Integrity

 
 

Question 3
 
Natural threats to information systems include all of the following except (Select One):
 

a. Fire

b. Hackers

c. Poor wiring

d. Insufficient cooling

FY2017 Information Security Awareness Paper Exam 1 Page 1 of 4



   

     
     

 

  

      

   
 


 
 
 Question 4
 

All of the following are examples of malicious code except (Select One):

a. Viruses

b. Cookies

c. Trojan horses

d. Worms

 Question 5 
Protecting your identity is essential, even on your personal or home computer. 
You should consider doing all of the following except (Select One): 

a. Ask how information will be used before giving it out.

b. Pay attention to credit card and bank statements.

c. Respond to emails asking you to verify your personal information.

d. Avoid common names ⁄ dates for passwords and PINs.

 Question 6 
Diana has her paycheck deposited directly from her employers account into 
her checking account. This is an example of what? (Select One) 

a. E-commerce

b. Phishing

c. Cookies

d. Telework
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 Question 7 
While visiting a web site during your lunch break, you see a window that states the web site will 
not operate properly without first installing an ‘ActiveX’ control. You click ‘OK’ and continue your 
visit. Later on, your computer begins acting erratically. In fact, you believe it is erasing files 
while you're working. What potential threat may you have encountered? (Select One) 

a. Phishing

b. Cookies

c. Identity theft

d. Malware

Question 8 
 
 
Smart phones and tablets are computers not cell phones. (Select True or False)
 

TRUE 

FALSE 

 Question 9 
Maria has been issued a USDA laptop. She should do all of the following to ensure 
that she complies with USDA policy except (Select One): 

a. Be careful of information visible on her laptop screen.

b. Ensure wireless security features comply with USDA policy.

c. Protect her user logon information.

d. Have someone watch her laptop at all times when traveling.
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 Question 10 
For Official Use Only (FOUO) and Controlled Unclassified Information (CUI) may include 
all of the following except (Select One): 

a. Personnel information

b. Payroll information

c. Secret information

d. Sensitive information

 Question 11 
To ensure the physical security of USDA information, you should do all of the following 
except (Select One): 

a. Secure your office at night and during emergency procedures.

b. Know your organization’s security policy.

c. Challenge people who don’t follow physical security policies.

d. Allow people to enter the facility by following others.

 Question 12 
All of the following are acceptable procedures for backing up classified information 
except (Select One): 

a. Back classified information up daily

b. Label backups with sensitivity labels

c. Store backups at an approved secure location

d. Store backups in your desk drawer
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